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Abstract— The application of blockchains techniques in the
Internet of Things (IoT) is gaining much attention with new
solutions proposed in diverse areas of the IoT. Conventionally
IoT systems are designed to follow the centralized paradigm
where security and privacy control is vested on a “trusted”
third-party. This design leaves the user at the mercy of a
sovereign broker and in addition, susceptible to several
attacks. This implicit trust and the inferred reliability of
centralized systems have been challenged recently following
several privacy violations and personal data breaches.
Consequently, there is a call for more secure decentralized
systems that allows for finer control of user privacy while
providing secure communication. Propitiously, the blockchain
holds much promise and may provide the necessary
framework for the design of a secure IoT system that
guarantees fine-grained user privacy in a trustless manner. In
this paper, we propose a holistic blockchain-based
decentralised model for Assisted Ambient Living (AAL)
environment. The nodes in our proposed model utilise smart
contracts to define interaction rules while working
collaboratively to contribute storage and computing resources.
Based on blockchain technique our proposed model offers
trustless interactions and enhanced user’s privacy. Integrating
with Interplanetary File System (IPFS) for distributed storage,
the proposed model addresses the shortfall of storage
constraints exhibit in many IoT systems.
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1. INTRODUCTION

The internet of things is described as potentially amongst
the most significant disruptive technologies of the 21st
century, and it believed to be the angular stone of the
information and Communication Technology (ICT) market
in the coming years [1]. In 2016, there were approximately
13.3 Million Internet of Things (IoT) connections in the UK
and this is expected to grow at a compound annual growth
rate (CAGR) of approximately 36% to 155.7 million
connections at the end of 2024 [2]. Similarly, Cisco forecasts
50 billion devices will be connected worldwide by 2020,
with an average of about 16 IoT devices per person; a
potential market in excess of $14 trillion [3]. A recent study
shows that by 2025, the IoT will form an integral part of
everyday things such as household, furniture, wearable
health systems, food packaging, clothing and paper
documents [4].

IoT allows the integration of tiny pervasive devices into
our daily lives. This, in turn, enables the digital world to
directly affect our physical space through sensing and
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automation. While this integration presents several
opportunities for improved services, it also exposes us to
threats and attacks that prevail in the digital space [5]. By
way of an example is Ambient Assisted Living (AAL)
environment - a technical system built to support the elderly
and infirmed to improving their safety and enhancing day-
to-day living [6]. IoT in AAL environment utilizes intelligent
devices in the homes of the elderly to continuously monitor
and collect information, both system and user data, and
forward them to a centralized system for processing and
analysis. The data gathered reveals patterns that can be used
by healthcare professionals to assist with diagnosis or
collaborative care or treatment of ailments [7]. It has been
suggested that IoT plays a significant role in AAL for
improving wellbeing, safety and healthcare of millions of
elderly people worldwide due to the nature of its power of
connectivity and sensing. Hence vital health statistics can be
provided by constantly gathering data from the body
environment, which in turn helps longevity [9].

In this paper, we first present security and privacy
challenges of AAL, explore existing implementations of
AAL and discuss the drawbacks of these implementations.
We then propose a holistic approach to address the
drawbacks. We argue the use of blockchain, smart contracts
and IPFS will enable trustless transactions in the distributed
AAL environment enhancing user’s privacy and security.
The rest of the paper is organized as follows: Section I and 1T
exploring the background information on IoT and AAL and
identifying its opportunities and challenges. In Section III,
we introduce the use of blockchain as a possible solution to
the challenges of the Internet of Things in Ambient Assisted
Living environment and also investigate the pitfalls of using
blockchain in AAL. To conclude this section introduces our
proposed holistic model to address these problems. In
Section IV we conclude the paper and set up our future work.

II. INTERNET OF THINGS AND AMBIENT ASSISTED
LIVING

A. Background and Context

Ambient assisted living is gaining significant attention
as a result of the fast-growing demographic of the ageing
population [10]. This put a great burden on the traditional
care infrastructure, thereby challenges the viability of
conventional elderly care systems. According to [36]
successful utilization of AAL in association with IoT
technologies promises to greatly lower operational cost,
facilitate collaborative care, and encourage the elderly to



live independently. However, Security and user privacy
protection remain a major challenge [11] to ToT-AAL
integration (Fig 1). Information collected by IoT devices
used therein are of interest to many players and present an
attractive target to cybercriminals. For instance, user
personal information can be sold to third parties where it
will be analyzed to reveal patterns that might affect the
user’s chances of fair treatment, especially in health
insurance. Users are also worried about their critical health
data being tampered with or stored in untrusted servers, as
disclosure or abuse of personal information can lead to
property damage. This is as evidenced in the recent Edward
Snowden and Cambridge Analytica Saga [13], which
caused great mistrust in centralized processing of personal
information, leading to an intensified call for fine-grained
control of user privacy. This abuse of trust has led to a
drastic decline in the adoption of IoT technologies in recent
times, especially in home automation and AAL [2].
Consequently, research in AAL has intensified and many
systems, methods and prototypes have been developed to
provide solutions to security and privacy concerns. Minetti
et al [14] presented smart hospitals system (SHS); an IoT-
aware system which provides automatic patient and assets
tracking in hospitals and care homes. Suntiamorntut et al
[15] proposed an affordable system for private homes to
assist the elderly to live independently. Other approaches
such as Bodyguarding Heart [16] rely on wearable devices
in combination with smartphones to monitor vital signs and
other health information. Wellness [17] incorporated
sensors to develop home automation systems where alerts
are sent to family members or caregivers in events of an
emergency. The European Union is funding large scale
projects such as GiraffPlus and InCassa, to assist with AAL
implementation. GiraffPlus [18] employed physiological
and environmental sensors placed in the home of the elderly
which captures data to be subsequently analyzed by
intelligent systems. It also incorporated a telepresence robot
named Giraffe that can be controlled remotely to assist the
elder or serve a social role [19].

Although implementations cited above provide a level of
private using access control mechanism, users are still
exposed to internal abuse or misuse of privacy information
collected and managed by the broker. To this end, systems
built upon the centralized brokered model will fail to
guarantee the advocated level of privacy control and user
autonomy that is required of future IoT and AAL
implementation. The brokered model leaves the user at the
mercy of a sovereign third-party and in addition, susceptible
to several attacks. As a result, implicit trust and the reliability
of centralized systems has been recently challenged [22],
therefore calling for more secure decentralized systems that
allow for fine-grained control of user privacy. Consequently,
the trust framework of the existing Internet and IoT, which
requires the user to inherently trust the broker, needs to be
reviewed to meet the requirements of future loT [23]. [oT is
an entirely new paradigm presenting with lots of new
challenges require a holistic approach from product
development to the needs of analysis and associated business
models to support such products. Consequently, the potential
benefits of IoT/AAL cannot be fully utilized except new
methodologies, approaches and techniques are developed to
meet [oT requirements in terms of trust, privacy and security
[24].

B. Opportunities and Challenges

Home automation is currently the slowest area of IoT
penetration because consumers have failed to embrace the
potentials for fear of privacy invasion [25]. To this end,
current solutions based on the brokered model and “security
through obscurity” approach fail to meet this persistent user
demands. However, models that employ “security through
transparency” hold potential [25] for future IoT development
will favor a scenario where users have fine-grained control
over access to sensitive data collected and benefit from
proceeds of analysis or the use of their personal data. This
calls for a shift in the conventional approach to security in
IoT to embrace new paradigms that radically lower the cost,
allowing users to extract value for data exchange, promoting
privacy and autonomy, while also providing adequate
security. Crucially, it implies different challenges in
particular for all implementation utilizing the client-
server/brokered model cannot effectively satisfy the call for
fine-grained control of user privacy and trust requirement of
the new paradigm because the broker will always have
sovereign control and access to user information hence,
fostering the possibility of misuse and abuse. We argue that
new models built upon decentralized paradigm hold much
promise. Such implementation must permit secure
communication amongst peers, allowing trustworthy user-
controlled interactions, development of micro-services, user
autonomy and transparency at all times
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Fig. 1. A simplified representation of current implementation of IoT in
AAL.

III. BLOCKCHAIN

A paper published by Satoshi Nakamoto in 2008
introduced the concept of Blockchain to enable entities to
transact in a safe and secure manner without the need for a
trusted third party [26]. Blockchain, originally designed for
use in the financial sector, has grown in recent years and has
been adapted to provide solutions in different sectors of the
economy such as energy [27], finance, intelligent transport
systems legal, IoT, and healthcare [28].

Blockchain represents a new approach to service delivery
and start-ups are seeking new ways to incorporate its abilities
to enable transactions between unreliable actors to be
transparent, highly resistant and auditable. Put simply;
blockchain can be viewed as a database that maintains a
continuously growing set of time-stamped transaction
records where each hashed block of transactions is chained
and linked to the hash of the previous one [29] [30].



Blockchain permits multiple nodes on a network to transact
securely without relying on a trusted third party. Contrary to
the brokered model which mandates users to trust the broker
implicitly, a blockchain model relies on cryptographic proofs
rather than trust [31], thereby enabling disparate parties to
transact securely without the need for a trusted third party.
This forms the basis of its efficiency in developing
decentralized trustless systems.

Despite the promise of blockchain to IoT and AAL,
storage capacity remains a major challenge [32] in practice
owing to the fact that Blockchain was originally designed to
append tiny records of financial transactions to a ledger and
lacks the capacity to store large data streams generated by
pervasive devices used in IoT and AAL. The ledger grows
continually as more blocks are created, putting more pressure
on the resources, hence reducing its ability to scale
considerably [33].

A. A collaborative holistic approach to AAL using
Blockchain, Smart Contracts, IPFS decentralised
storage and Ethereum Swarm as a possible solution

We propose a collaborative holistic approach to address
the storage problem in blockchain-based AAL environment
using decentralized storage - the InterPlanetary File System
(IPFS) [34] [41], together with Smart Contracts and
Ethereum Swarm (Fig 2). Blockchain has been explained in
the previous section, we will describe the remaining
components individually:

IPFS is a p2p hypermedia protocol that combines the
distributed hash table, an incentivized block exchange and
self-certifying namespace to coordinate a network of
untrusted peers to cooperate in distributing files to each other
[35]. Built in line the technology behind bit torrent, IPFS
synthesizes the best ideas in distributed file systems built to
date to connect all computing devices with the same system
of files [34]. IPFS provides a high throughput content-
addressed block storage model that exhibits no single point
of failure and best suited in an environment where nodes do
not need to trust each other [34]. In addition, IPFS can handle
big data with ease. It is well suited for hosting and
distributing petabyte dataset, high-volume high definition
on-demand and real-time media streaming, computing on
large data across organizations, versioning and linking of
massive data sets and preventing accidental disappearance of
important files.

Similarly, Swarm is an Ethereum decentralized content
distribution service and storage platform. It is used for
storing Ethereum public records and Distributing
Applications (Dapps) code. Ethereum Swarm is censorship
resistant, like blockchain, it has no single point of failure and
supports a built-in incentive mechanism for peers that pool
contribute their storage and bandwidth. It is maintained by
participating peers who contributes their storage and
bandwidth resources to facilitate content distribution. Swarm
is designed with a mechanism to ensure the availability of
unpopular contents and scales easily.

Smart Contracts are a set of executable functions and
state variables that govern the interaction of nodes in a
blockchain network. Smart contracts reside in the blockchain
and are executed when transactions are addressed or sent to
it. Smart contracts define input parameters that must be
supplied by the interacting calls, which is used to manipulate
the state of the contract based on the publicly available logic

contained within the contract. Once compiled, smart
contracts are uploaded to the blockchain which assigns a
unique address to each smart contract. smart contracts can
operate autonomously interacting with other smart contracts
or devices in the blockchain.

In our proposed holistic model mentioned above, an IoT-
based AAL environment will consist of a network of
interacting sensors such as motion sensors, fall detection
sensors, environmental sensors, wearable devices, and smart
appliances. These sensors and smart appliances will
collaborate to provide relevant data necessary for effective
health monitoring of the occupant. Using a machine learning
technique, the data collected will be intelligently analyzed
for a situation that may trigger a response or intervention by
the healthcare team. Such triggers or any other relevant data
will be pushed into the blockchain-IPFS network for storage.
In cases where the supplied data is large, the hash of the data
will be stored in the blockchain, while the bulk data is stored
in the distributed storage network of nodes that contribute
storage facility for a reward (IPFS, Swarm etc.) Content
addressing will be used to properly index the files for access
when needed. To access information stored in the blockchain
and the distributed storage network, smart contracts will be
employed to ensure a user-controlled access to data. The
smart contract will define which data is accessed by whom,
based on the role and agreement with the data owner. This
will also allow the user to trade data for value, thereby
extracting some form of financial or concessional benefits
from services rendered by companies using data generated
by these devices. Furthermore, any information of
importance can be stored in the blockchain as defined by the
user and other key people in the IoT-AAL ecosystem.
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Fig. 2. Diagrammatic representation of proposed holistic model and
system architecture
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IV. CONCLUSION AND FUTURE WORK

Although IoT promises great cost reduction and
enhancement to AAL and elderly care, there are many
barriers that need to be overcome in order to gain user trust
and improve the technology adoption rate. We propose a
holistic model to address this problem. With the use of
blockchain technique, smart contract, IPFS and Swarm, our
proposed holistic model enhances privacy and security by (1)
using smart contracts which define rules for interaction with
users and data as a mean to empower user’s control and (2)
offering trustless transactions between nodes on the network.
The storage constraints associated with blockchain in IoT is
resolved by leveraging distributed scalable IPFS platform.



The future work is to implement this proposed holistic model
and conduct critical system and user evaluations for future-
proof. We aimed to use resource-constrained devices in our
testing environment. Our first target users are elderly homes
in the UK. Modifications will be made where necessary to
adapt some associated platforms to meet the needs of AAL.
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